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FOREWORD

With the rapid development of 5G, Al and the Internet of Things,
the door to a smart society is open. The underlying networks,
in particular optical fibre and 5G, are the intelligent equivalent
of road infrastructure. Artificial intelligence is the equivalent
of cars running on the highway, reaching all dimensions of
people’s lives. Figuratively speaking, digital talent can be
represented by the drivers.

Smart society requires wider and better roads (fundamental
networks), better cars (Al applications), and more and better
drivers (digital talent). Therefore, policy-makers should review
regulations,incentivise digitalisation of allindustries, facilitate
roll-out of high speed networks, and cultivate more talent.

OUR CONTRIBUTION TO THE EUROPEAN ECONOMY

Huawei employs more than 12,000 people in Europe, including about
2,400 R&D staff in 18 centres.

Our contribution to the European economy is equally significant in
terms of taxes and supply. Between 2009 and 2018, Huawei
procured a total worth of about EUR 33 billion in Europe. This figure
is expected to reach EUR 35 billion between 2019 and 2020.

Europe is getting ready for the next five years, with an elected
European Parliament, an incoming European Commission, and
a forthcoming decision on the next Multi-Annual Financial
Framework (2021-2027). EU strategic goals are already being
reviewed and redefined, with digital policies high on the agenda
across all areas.

As a global provider of end-to-end digital solutions with a
significant presence in Europe, Huawei has a unique perspective
that we would like to share with the newly elected representatives
in the European institutions.

With regard to digital policies, the last EU legislative period
focused on the Digital Single Market (DSM), a comprehensive
legislative programme. The DSM initiative as well as the previous
Digital Agenda were embedded in the overall Europe 2020
strategy. The EU will soon have to decide on a new architecture
for its socio-economic strategy. On 20 and 21 June 2019, the
European Council outlined a Strategic Agenda in which digital
policy plays an important role, confirming its ever-increasing
importance.

A company like ours can bring most value by raising technology
issues and highlighting market and policy trends which we have
seenemerge ataglobal level. As atechnology innovator,we consider
digital as a crucial enabler for achieving all UN Sustainable
Development Goals. As part of the global digital industry, we are
guided by the conviction that our economies should be open to
each other, in particular as we share challenges from climate and
poverty to productivity slowdown. We are encouraged by the G20
Leaders' Declaration that says right at the beginning: “We will work
together to foster global economic growth, while harnessing the
power of technological innovation, in particular digitalization, and
its application for the benefit of all.”

Against this background, we have singled out ten challenges
fordigital policy-making over the coming five to ten years which
require particular attention. We hope that this contribution to
the forthcoming digital transformation strategy of the EU will
bring novel insights and stimulate some thoughts about what
will matter most and why.
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INTRODUCTION

Theimpact of digitalisationis being felt across the economy and
society at a greater scale than ever before. Digital policy
discussions are no longer confined to technology experts,
telecommunication regulators and economic ministers. Strategic
orientations about digital issues are increasingly set by heads
of state and government. On the surface, this evolution is driven

by a couple of technology developments impacting people’s lives.

Smartphones and their plethora of apps have changed lifestyles
and created new business models through features such as
mobile payments, navigation and mobile identity management,
to name just a few. The number of connected people (today
about 4 billion) and devices (today about 30 billion) is on the
rise, turning connectivity into a forceful expression of global
ambition, far surpassing mere economic stakes. The impact of
social media on politics and social cohesion (e.g. influence on
elections, radicalisation and hate speech) has raised the political
stakes significantly. Artificial Intelligence (Al) isimpacting the
entire economy and is triggering both excitement about its

potential and concerns about ethics and the future of labour.

Yet we need to go deeper than describing observable trends to
work out which challenges the digital economy is facing, what
is holding back progress for people, and which potential policy
responses could make a difference. Toidentify these challenges,
we have been guided by three considerations, which are

interlinked and not strictly separable.

First,progressforall peopleinallcountries.Digital transformation
is on the agenda of almost all international organisations, such
as the UN, World Bank, IMF, OECD and WEF. The underlying
rationale of this paperis not to give recommendations on how to
lead;itis notabout the competitiveness of one region or country
over others, but about welfare and prosperity for all and about
dealing with climate change and protecting the world we all live
in.Inthis context,we highlight productivity growth and the green
digital economy as the first two digital challenges, followed by

skills development.
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Second,infrastructure. Fixed and mobile broadband connectivity
is the foundation of digital transformation. Much less visible
than the smart devices that have invaded our everyday lives, it
is easy to forget that without the heavy infrastructure required
to provide them with connectivity,smartphones and computers
would be hardly more than toys and typewriters. The network
turns them into productivity tools. We also think that Europe
should reflect on the role of its telecom operators who need to
invest in and build essential parts of the infrastructure. Smart
cities and connected mobility are key investment priorities for

building Europe’s future digital ecosystem.

Third, innovation. Leaving aside their intrinsic value and
considering science and technology from an economic and
social perspective,they generate value in the form of productivity
growth and social progress when they are transformed into
innovation.Behind every digitalagendais an innovation agenda
which does not focus on technology as such, but on the obstacles
to overcome and the societal climate to encourage
entrepreneurship. When looking at emerging technologies and
considering their potential economic and social impact over

the coming years, Al is the one that stands out.

Finally, thereis cyber security which cuts across all digital issues
and is a challenge wherever computers and networks are
involved. In this paper, we have taken a holistic and policy view,
as these aspects will determine our collective success in the
cyber field to a far greater extent than the vast array of detailed

technical requirements for the digital ecosystem.
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TEN DIGITAL CHALLENGES FOR A SMART FUTURE

1. Macro-economic reforms and digitalisation: time for a marriage
2. Greendigital and green by digital: we need to aim at both

3. Digital skills: do we all need to learn how to code?

4. Gigabit society: what about the rural areas? ——
5. bG:itis about more than downloading a video in three seconds
6. Telecom operators: Europe’s underestimated assets

7.  Smart cities: why does it take so long?

8. Connected mobility: are we ready for a big move?

9.  Artificial Intelligence:is it really a global race?

10. The never-ending story of cyber security: who writes the script?
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Digital policies are playing an increasingly important role in the EU’s overall
socio-economic strategy. As Europe is deciding on a new policy architecture
for the next five years, it must ensure that technological innovation delivers

inclusive and sustainable progress.



OVERCOMING THESE TEN CHALLENGES FOR DIGITAL
POLICY-MAKING WILL PLAY A KEY ROLE IN ACHIEVING THIS OBJECTIVE:

1. Digital policy should become an integral part of a macro- 7. Smart cities, at the centre of digital transformation, need

economic policy agenda. The European Semester, as the
frameworkofchoice forimplementingthis,should systematically
include a country-specific recommendation to enhance the
use of digital technologies in the Member States.

. The digitalindustry must step up to become greener. The great
potential of ‘green by digital’ must be accompanied by policies to
counter the ‘rebound’ effect offsetting initial benefits.

more support to reach their full potential. Policy-makers
need to address issues related to mindset (overcoming silo
thinking), money (investments are hampered by a lack of
business cases) and management (complexities create a
dissuasive level of risk).

8.The EU should approach ‘connected mobility’ by looking at

the bigger picture. A ‘Master Plan’ could set out an imple-

CHOOSE A SMARTER FUTURE

. Digital skills should be one of the hard skills everyone must mentation agenda guiding the actions of the many actors I
acquire. Thisisacrucial task foreducation policy. Companies thatare involved.
alsomustinvest moreintrainingandinupgrading the digital 9. Artificial Intelligence will be of great benefit to humanity
skills of their employees. and should be addressed as such. Itisnot arace.Itis about
.The EU should set the most ambitious target for full gigabit innovating, finding practical solutions to ethical issues, and
coverage across its territory. A hybrid infrastructure consisting working together at global scale.
of fibre networks and 5G enabled ‘Fixed Wireless Access’will ~ 10. As a shared responsibility, cyber security remains on any
be the key to achieving it. digital agenda. Collectively we should strive to find more [r—
. 5G will deliver aquantum leap for people and the economy systemic solutions, making cyber-attacks much more
if policy-makers help address deployment issues. These difficultright at system level. More international cooperation,
include spectrum, local regulations, security requirements, Including global companies, to fight cybercrime will make
and electromagnetic exposure concerns. the digital economy a safer place.
.Europe needs to recognise the role of its telecom operators [
in building gigabit connectivity and as global players. This
involves helping them become more profitable by reducing
the regulatory burden and by opening up more investment —
opportunities.
I
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. MACRO-ECONOMIC REFORMS

AND DIGITALISATION:
TIME FOR A MARRIAGE
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PRODUCTIVITY MATTERS

Productivity growth drives prosperity and is a prerequisite
for social inclusion. Labour productivity tells us how much an
economy gets out of one hour of work on average. Total factor
productivity shows how efficient an economy employsits labour
and capital.In advanced economies, it manifests itselfin higher

average income per capita with more leisure time.

Productivity growth is determined by many factors such as
education, good governance and efficient institutions, but the
most important long-term driver is progress in science,
technology and innovation. We refer to today’s technology
powerhouse as ‘digital transformation’. When we speak about
the 4th industrial revolution, we mean a digitally empowered

surge of productivity growth.

There is an issue however: productivity growth is not a
deterministic function of more digital investment. For the
investments to bear fruit, we need the economy to transform,
the society to adapt, habits to change, education to be reformed,

and many more complementary assets to evolve in parallel.

WHAT’S AT STAKE?
ALOOKINTO THE RECENT PAST

InJuly 1987, the economist Robert Solow, Nobel Prize winner,

observed that the presence and impact of computers seemed

to be ‘everywhere except in the productivity statistics’' This

phenomenon is called the ‘Solow Paradox’.

It can be understood as a gestation period during which
digital capital and complementary assets are being

accumulated so as to fully exploit the underlying technology.

Investment levels preceded productivity boosts, which
eventually appeared in the national accounts' data in many
countries from 1995, resolving the Solow Paradox — but only

temporarily.

Productivity growth has been slowing down again since the
mid-2000s.The OECD asserts: “The productivity slowdown has
multiple and partly interlinked causes, ... The aggregate
productivity gains from digitalisation have not been sufficiently

large to offset these headwinds, at least not to date.”’




McKinsey takes a similar stance: “The most challenging finding is that diffusion of best practices is
not pulling the rest of industry along. The natural force of competition among firms should work to
prevent the dispersion of productivity from widening continuously and something appears to be

blocking that process.”

This is in line with research carried out by the London School

_ of Economics (LSE) in cooperation with Huawei, which concludes
that the most likely explanation of the current slump in

OECD COMPENDIUM OF PRODUCTIVITY INDICATORS 2019°

productivity growth lies in the notion of another implementation

lag. Our current era is plausibly a time when firms are still
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THE EUROPEAN SEMESTER:
AN EXCELLENT FRAMEWORK

An appropriate framework for including a macro-economic
approach in the future digital policy is the European Semester.
One of its key outcomes are so-called Country-Specific Recom-
mendations (CSRs) which have a politically binding character

and are in certain cases elevated to legal obligations.

Until recently, digital elements have not been a major subject
of CSRs, which focused on public deficits, pension systems,
cost competitiveness, overheating housing markets, labour
market reforms and education performance.This has changed

with this year’s European Semester:

“Digitalisation is a key lever of productivity, competitiveness
and growth. Traditional sectors and small and medium-sized
enterprises are particularly lagging behind in their digital
transformation. The EU as a whole must speed up the process.
Adequate support is necessary. This mandates a better
alignment of Union, Member States and regional policies, and
pooling of public and private resources to increase investment
and develop stronger synergies in the digital economy and

society.”®

Consequently,inthe 2018/19 European Semester, thereare 19
CSRsdirectly addressingdigital issues, ranging from broadband,
public e-services, digital skills and digitalisation of SMEs, to
making digital an investment priority. Thisis an important first
step,asdigital has beenrecognised as part of the reform agenda
of the EU. Going forward, the underlying country analysis could
follow a more systematic and consistent method, covering digital
issues as a prerequisite for productivity growth and societal

transformation in CSRs.

Such asystematic approach could address factors that hamper
the growth and take-up of digital technologies across the

economy, including

- digitalisation gaps at company level

« investmentneeds infields such as smartcities and connected
mobility

- reforms of educational systems to make use of digital
opportunities

- reforms of public services to efficiently use digital services,and

« overcoming obstacles to deploying 5G networks.




OUTLOOK

Digital policy must become a part of macro-economic policies.
Otherwise,complementary investments — which help to unleash
the productivity potential of digital technologies - will remain
suboptimal. As a practical measure, the EU could widen the
scope of the European Semester to underpin reforms which
support digital transformation at national level. Several of the
challenges analysed in the following chapters would qualify for

country-specific recommendations.As a principle, there should

be one digital CSR per country.

s -
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2.GREEN DIGITAL
AND GREEN BY DIGITAL:
WE NEED TO AIM AT BOTH

OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO



We need to be realistic and optimistic. We need to acknowledge
thatthedigitalindustry,i.e.data centres,computers,smartphones,
networks and IoT devices, contributes to global greenhouse gas

emissions. How much is a question that is not easy to answer.

According to a 2015 report’ by the Brussels-based Global
e-Sustainability Initiative (GeSl), information and commu-
nication technologies (ICT) were responsible for about 2%
of global greenhouse emissions, i.e. the level of the aviation
sector in 2017. A 2019 study® by the Paris-based think tank
‘The Shift Project’ puts this share at a higher level and, more
importantly, with a rising trend: 3.7% in 2018, up from 2.5% in
2013.

This is one of the most important challenges ahead of us:
digital must become greener. At the same time, we need to
make better use of digital technologies for reducing energy,

emissions and waste.

DIGITAL GREEN

The world will become more connected which will trigger
a trend towards more consumption of electricity and raw
materials for digital purposes. The industry needs to respond
and become more energy and resource-efficient, and this
must become a permanent and verifiable endeavour. With
increased importance in the world economy comes increased
responsibility. We cannot promote digitalisation without
promoting the reduction of the carbon footprint of the
digital industry.

Fortunately, this is already happening. Leading ICT companies
follow environmental standards,suchas IS0 14040 and 14044,
They adopt circular economy practices and pay attention to

resource efficiency, durability and recyclability.




SOME POSITIVE DEVELOPMENTS

- Data centres are increasingly being built in geographies that
reduce the need for cooling (air conditioning) drastically. The
industry is deploying more energy-efficient processors.
Electricity for big data centres is typically generated by
hydrogen and solar power.

« Huaweiis working on Al solutions to shut down energy-consuming
parts of telecom networks when they are not needed without
problems for connectivity.

« 5G consumes only 10% of the electricity per bit compared to
4G thanks to features including better heat dissipation, chip
design and algorithms.

« Devices are built using harmless materials and more recycled

materials.

The industry needs to do more in all fields and benchmark
progress. Sustainability reports should contain detailed
information about accomplishments and convey a transparent

account of these efforts.

GREEN BY DIGITAL

Greenhouse emissions originate mainly from five activities:
energy supply, transport, buildings, agriculture and industry,
more or less in this order of magnitude. This is where the focus

of Green by Digital should be placed.

Digital technologies contribute mainly through reducing
transaction costs, real-time usage of data, discovery of
interdependencies, and rationalisation of processes.

Many studies refer to digital technologies as a potential
contributor to reducing the global carbon footprint. The
previously mentioned study by GeSl explores this potential and
concludes that digital could save ten times the CO, it generates
itself.

A 2018 report® for the Commission also underlines the
importance of digitalisation in reaching the climate objectives,
stressing however the ‘rebound’ effect which runs counter to
theinitial positive effects. Forinstance, a better traffic flow can
incentivise people to use their cars more, or a better parking
system canincite people to use their car to enter the city instead
of public transport.These ‘rebound’ effects are substantial and

must be taken into account.
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The report states: “Digitalisation will be a key enabling factor,
both to allow action at system level, to increase efficiency, to
deploy a (semi-)circular, dematerialised, service-oriented and
shared economy, and to ensure that citizens become engaged
in this transition.”

Amore recent publication'® by a number of computer scientists
analyses the potential of artificial intelligence (Al) in ten areas,
ranging from transport to manufacturing and agriculture. They
focus on the mechanism through which machine learning could

provide insights to reduce CO, emissions, and also assess

potential rebound effects.

APPLICATION AREAS FOR GREEN BY DIGITAL:

« Electricity Supply: Al real-time predictions on how much
electricity is needed can reduce reliance on polluting stand-
by plants. This allows for better balancing of demand and
supply in the light of a growing number of variable energy
sources (solar, wind). Smart meters generate transparency
for users and allow for better consumption control. Data
collection helps improve the planning of electricity supply
and the assessment of how many plants need to be built.

« Transport: Digital solutions could include scheduling and
routing of freight operations to reduce the number of trips,
smart parking systems avoiding unnecessary search drives,
or smart pricing to enter cities.

- Buildings: The energy consumption of buildings could be

reduced (by around 15%) by taking multiple factors such as

weather forecasts and building occupancy into account.
Air-conditioning management systems are amongst the most

promising measures.




For many of the examples above, certain solutions already
exist,such as trafficinformation systems, automatic light switch
off, and data analytics. However, we still need to see mass
deployment. Why is the market not deploying these solutions
at large scale when there is so much potential to lower energy
and other costs?

There seems to be a typical externality problem involved whereby
private investors cannot capture all the benefits. In many cases
a‘chicken-and-egg’ problemalso holds back private investments:
You first need an infrastructure in place which connects loT
devices in order to justify the investment in services.

How to unleash the potential of digital technologies to tackle
climate change deserves a substantial policy response on two
fronts. First, public investments will be needed (for instance
supporting smart cities) or at least better coordinated and more
focused. Second, policy makers can help the private sector to
agree on standards, overcome market fragmentation, develop
missing skills, and raise awareness.

OUTLOOK

The potential of digital technologies to contribute to tackling
climate change is substantial, but as of today remains
underexploited. This brings us back to the point made in the
firstchapter:complementary investments, skills and processes
are required to reap the benefits of technology.

Digital policy should look beyond the boundaries of individual
technologies and break down the barriers to their deployment.
Standards are one tool. Data is another. Where the collection
of private data clashes with privacy provisions, implementation
rules and more precise guidance from regulators could help.
Last but not least, the rebound effect needs to be tackled, for
instance through solutions such as traffic-appropriate road

pricing models and making public transport more attractive.
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3.DIGITAL SKILLS:
DO WE ALL NEED TO LEARN
HOW TO CODE?
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To some extent, yes. Whilst not everyone needs to learn how to
code, a certain understanding of how computers work is becoming
a‘must know’for all citizens,and increasingly for employability or
running a businessor public service.According tothe Commission’s
latest Digital Scoreboard', only 6% of EU citizens have ever written
a computer programme (interestingly, this figure is almost 14%
in Denmark). What we need to define is what exactly a ‘certain

understanding’involves.

When launching its first ‘Code Week'? initiative in 2014, the

Commission set out its rationale as follows:

“Learning to code helps us to make sense of the rapidly changing
world around us, expand our understanding of how technology
works, and develop skills and capabilities in order to explore

new ideas and innovate.”

Computers, or micro-processors, are everywhere, and need
software to do something useful. Understanding programming
is an essential part of digital skills, which, however, encompass
many more elements than writing computer code. The question
policy-makers should ask themselvesis who needs which digital
skills: different people and organisations have different needs,
and they need to be addressed at different levels of education. In
otherwords, policy concepts mustdiffer depending on the context

in which these skills are needed.

It is a challenge for policy-makers to categorise different
levels of skill sophistication and to make them concrete and
measurable. One interesting concept is the ‘Digital Competence
Framework™ developed by the Commission which is gradually
being adopted by many organisations. This could be applied much

more systematically across the different policy areas.

As mentioned in the context of macro-economic reforms as part of
the European Semester (see chapter 1), digital skills have received
prominent attention as part of a move to upgrade skills. These

recommendations need to be implemented by Member States.

We suggest distinguishing three aspects which relate to
different areas of policy-making, each covering different levels

of sophistication, from basic to expert level:

1. DIGITAL COMPETENCES FOR CITIZENS

Justover 30% of EU citizens have digital skills above the very basic
level. 40% of people active on the labour market do not possess
even basic skills. Acertain level of digital expertise is advisable for

everyone,includingthe elder generation, for at least two reasons:

- Our increasing dependence on digital services and access
to the internet: digital technologies are mainstreamed into all

aspects of our daily lives, and the number of services that are




offered exclusively online increases every day. A lack of basic

digital literacy is becoming a handicap in this context.

« Cyber security: using digital services requires a basic under-
standing of how to mitigate risks. These also include online
manipulation: social media are becoming the mass media of
the future, in particular for the younger generations. A basic
understanding of the concept of botnets, Al algorithms, private
data exposure and fake news (in particular fake videos — see

chapter 9) is becoming a vital part of general knowledge.

The need for generalising digital expertise triggers the ques-
tion of which digital skills should be taught at schools, and
at what level. Views differ amongst and even within countries
on how to translate the digital age into curricula and teachers’
training. Some believe digital skills are for professionals, and
schools should focus on general knowledge, critical and logical
thinking, the ability to communicate and creativity. Others see
coding and related digital skills as elementary modern skills
which children need to acquire like reading and writing. Cur-
rently, about 30% of EU citizens have received some ICT skill

training at school.

The competence for these issues lies at the national level, with
the EU playing a stimulating role, financing pilot projects, pro-
moting mutual learning and carrying out benchmarking. As set
out above, the European Semester considers education a key
structural factor for economic progress: ten Member States re-
ceived recommendations on digital skills development. The EU
could step up its efforts and in particular improve the evidence

base and promote good practices amongst the Member States.

DIGITAL SKILLS INDICATOR (ALL INDIVIDUALS), LEVEL:
ABOVE BASIC

80 YEAR: 2017
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2.DIGITAL SKILLS FOR EMPLOYABILITY

Digital skills are part of the broader issue of the future of work.
In addition to ‘hard’ computer-related skills and knowledge,
digitalisation will require ‘soft’ skills, such as creativity,
conceptual thinking and team work.

Respondentstoarepresentative 2017 EU poll'* were concerned
about the impact of digital technologies on the job market:

« About 20% of EU workers considered their ICT skills as insufficient

« 74% of respondents expect that due to the use of robots and
artificialintelligence, more jobs will disappear than new jobs will
be created

« 72% of respondents believe robots steal people’s jobs

* 44% of respondents who are currently working think their current
jobcould at least partly be done by a robot or artificial intelligence.

These results are confirmed by other surveys. For instance,a 2017
US poll'® found that 72% of adults said they were worried about a
future where robots and computers can perform human jobs.

The impact of digital technologies on employment has become
awidely discussed topic. Will digital technologies, in particular
robots and artificial intelligence, destroy more jobs than they
create? This is one of the questions being asked over and over
again. The answers oscillate between a doomsday scenario of
mass unemploymentand an optimistic outlook towards a better
future for all thanks to digital transformation.'®

One of the mostrecent analyses available at the time of drafting
this paperisthe Future of Jobs Report 2018 published by the
World Economic Forum. It concludes:

“Nearly 50% of companies covered by the report ‘expect that
automation will lead to some reduction in their full-time
workforce by 2022, based on the job profiles of theiremployee
base today. However, 38% of businesses surveyed expect to
extend their workforce to new productivity-enhancing roles,
and more than a quarter expect automation to lead to the
creation of new roles in their enterprise.””

The study expects a “significant shift on the frontier between
humans and machines when it comes to existing work tasks
between 2018 and 2022. In 2018, an average of 71% of total
task hours across the 12 industries covered in the report are
performed by humans, compared to 29% by machines. By
2022 this average is expected to have shifted to 58% task
hours performed by humans and 42% by machines.”

Consequently, by 2022, more than 50% of all employees will
require significant re- and up-skilling.




3.DIGITALTALENT

Inthe past, particularattention has been given to the perceived lack
of ICT professionals'®. There have been several studies to highlight
this skills gap of ICT professionals.A 2018 study for the Commission'
forinstance estimated that there will be about 500,000 unfilled jobs
for ICT professionals in the EU by 2020. An earlier forecast made in
2013 put this figure at 900,000 (which gave rise to the set-up of the
jobs coalition). This variation in estimates has prompted critics to
argue that the numbers could be overstated?.

The statistical office of the Commission (Eurostat) has also
published a survey?' indicating that about 5% of EU enterprises
reportdifficultiesin finding ICT professionals on the labour market.
This is not necessarily a contradiction, as only 20% of companies
employ ICT specialists. However, itindicates that the results should
be interpreted carefully. Similarly,according to Eurostat, the number
of ICT professionals employed across the EU is about 8 million
(2017),which means around 6% of vacancies remain unfilled from
astatic point of view. Yet, the job market is dynamic and therefore
policy-makers should provide more data on actual vacancy
fluctuations over time to paint a realistic picture.

In the medium and long term, demand for digital talents will
increase. Europe would be well advised to grow interest in science
and mathematics amongst the younger generation. Whilst the
skills needed for the digital age are broader than these subjects,
digital transformation will require digital talents in big numbers.

OUTLOOK

How best torespond to the challenges of the digital age with respect
to education, life-long learning and acquiring skills is one of the
most complex ones amongst the ten digital issues.

[tis often argued that people need more soft and leadership skills
rather than digital skills.However, thisis notan‘either or’situation.
Digital skills now belong to the category of hard skills such as
reading, writing and maths. Education systems must adapt to
ensure young people have an adequate level of digital competency.

Companies could be incentivised to provide training, not only as
areaction to short-term needs but with a digital strategy in mind.
Future jobs willinvolve working alongside Al systems and physical
robots, and the workforce needs to be prepared for this new
scenario. Tothis end, the potential of e-learning services could be
exploited to a much larger degree.

The EU could consider a more joined-up approach combining
existinginstruments and programmes with the European Semester
recommendations providing guidance.
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4.GIGABIT SOCIETY:
WHAT ABOUT THE RURAL AREAS?
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INFRASTRUCTURE UPGRADES:
DEFINING OUR AMBITION

Since the early 2000s, broadband connectivity has been on the
European policy agenda. The current Digital Agenda targets
30 Mb/s coverage for all households and 100 Mb/s subscriptions
for 50% of households by 2020. As things stand, the EU will almost
but not completely reach the first objective (2018: 82%), whilst
the second objective will be more difficult to attain (2018:30%),

in particular regarding actual subscriber rates.

In 2016, the Commission further raised the bar: according to its
‘Gigabit Strategy’all households should have access to 100 Mbps,
upgradableto 1 Gb/s (which indicates a preference for fibre-based
connections) and all schools, transport hubs and main providers
of public services as well as digitally intensive enterprises should
gain symmetric 1 Gb/saccess by 2025.22These more challenging

goals could widen the digital gap between urban and rural areas.

We can broadly distinguish two kinds of upgrading challenges:

« In urban and partly in sub-urban areas, copper or coax-cable
connections typically offer up to 100 Mb/s and even more. The
incentives to pay a premium to upgrade tofibreand Gb/s speed are
therefore limited.Inaddition,deployment can be expensive without

access to an existing passive infrastructure (e.g. ducts).

e In rural areas, long distances, low population density and
geographic characteristics (forests, hills and lakes) make
deployment of fast networks expensive, and revenues are too

low to justify significant investments.

THE CONNECTIVITY CHALLENGE:
SHARING THE COST

The political aspirations are in contrast with the market reality
faced by private operators who need to see a return on their
investments while facing stiff competition and strong regulatory
requirements. Incumbent operators, who bear most of the
regulatory burden, have long pleaded for less regulation whilst
new entrants have taken the opposite view as far as access

regulation is concerned.

To tackle these economic disincentives to invest in broadband,
the EU has been implementing anumber of policies and funding
programmes, amongst them the ‘Broadband Cost Reduction’
Directive,a‘Broadband Investment Guide, the ‘Connecting Europe
Facility’ and the usage of ‘Structural Funds'’ Individual Member
States have also taken measures and implemented subsidy

schemes (partly co-financed by the above-mentioned EU Funds).



The new electronic communications code (‘The Code’) adopted
by the EUin December 2018 explicitly sets a connectivity objective.
It includes a ‘co-investment’ scheme aiming to achieve a better
division of the financial burden from regulation. As the final
provisions are fairly complex, however, national regulators will
struggle to put this into practice. Considering the strategic
importance of the connectivity objective, European legislators
might want to consider an early review of this particular clause

in the light of recent experiences.

% of households

% of households

THE DIGITAL SCOREBOARD OF THE COMMISSION SUMMARISES
THE STATE OF PLAY AS FOLLOWS:

Rural Fibre to the Premises coverage/availability (as a % of households), by Total and Fibre to the
Premises coverage/availability (as a % of households), by Total
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Going forward, European policy-makers will have to make a
strategic choice between a ‘business as usual’approach and an
ambitious agenda with a set of gigabit targets. The latter will only
be meaningfulif significant implementation efforts are made. A
gigabit strategy only makes sense if coupled with a rigorous
execution agenda. The 2018 report of the Court of Auditors on

Broadband in the EU Member States confirms this.?

The EU and its Member States would need to provide adequate
funding to overcome market gaps. A review of state aid
implementation would also be required, not to relax competition,
but to make it more practical. For instance, instead of deciding
project by project whetheranareais non-competitive,authorities
could determine on the basis of objective criteria which areas

can be generally financially supported.

If a gigabit society is the vision, how much geographic coverage
should we aimfor?lsa 100% target realistic? How do we connect

rural areas?

With appropriate network architecture, 5G coverage on the basis

of 700 MHz is a viable option, even for truly remote and

geographically challenging areas. However, these solutions will
not offer speeds close to the gigabit target. A practical solution
for gigabit connectivity lies with ‘Fixed Wireless Access delivered
by 5G on the 3.6 GHz and 26 GHz bands. Linked to the backbone
with fibre or micro-wave, this will provide up to 10 Gbit/s download
speeds, giving individual households a fibre-like experience.
Thus, future gigabit connectivity should be a hybrid of fibre
and 5G-empowered fixed wireless access (FWA) to the premises.

OUTLOOK

Policy-makers need to decide on the level of ambition of future
connectivity targets and to ensure an adequate execution agenda.
We encourage the EU to set the most ambitious target for full

gigabit coverage.

The corresponding infrastructure, based on fibre and 5G
connectivity, would be an essential building block for digital
transformation, triggering productivity growth and generating
significant social benefits (positive externalities) for businesses,

employees, students, consumers and citizens.



EU connectivity targets could become more binding for Member
States - forinstance as part of country-specificrecommendations
- and not be altered by national broadband strategies leading
to a patchwork of efforts. For this to happen, we believe that
policy-makers at the highest level,i.e.the European Council, will

have to make this commitment.

An ambitious agenda would also send an important signal to
global investors that Europe will invest and innovate its way to a

smart future.







. 0G: IT IS ABOUT MORE

THAN DOWNLOADING A VIDEO
IN THREE SECONDS




A NEW PARADIGM

Yes, 5G will allow incredibly fast downloads of 4k or 8k movies.
Consumers will enjoy a superior video experience compared to
4@G. However, 5G is about much more: it will offer a versatile
communications platform, not just for consumers, but,
importantly, also for vertical industries and applications,
triggering a holistic transformation process through the new
opportunities this entails. What EU policy beyond the current

strategy is needed to make this transformation a success”?

The current EU 5G strategy sets the following objective:

“All urban areas as well as major roads and railways should have
uninterrupted 5G wireless broadband coverage, starting with fully-
fledged commercial service in at least one major city in each EU

member state already by 2020.”

5Gis aglobal standard. The mobile industry under the auspices
of the Third Generation Partnership Project (3GPP), and
supported by GSMA, has worked together to specify technical
parameters and protocols.5G will enable superior performance

compared to 4G in terms of speed, latency and device density.

 Broadband Access (eMBB): 10 Gbit/s peak rate for a mobile,
100 Mbit/s average user experience, up to 1 Gbit/s under
certain conditions, also a basis for ‘Fixed Wireless Access’
solutions

« Latency/reliability/availability (URLLC): 1 ms over-the-air
latency, ideal for vehicle communication, remote surgery
and factory automation

« Device density (mMTC): Support connection of device density
of up to 1 million/km?; devices which are low-cost and
battery-driven,ideal for smart metering, logistics and body

sensors

A 2016 study by the Commission concluded that by 2025, the
economic benefits in four sectors (transport, health care, energy
and automotive) would be EUR 113 billion and 2.3 million jobs

created.?

However, there are a few requirements to be met for 5G to achieve
its full potential, both in terms of technological performance

and in terms of societal and economic impact.




SPECTRUM IS KEY

5G connectivity depends on the availability of spectrum. As 5G
operates on a wide range of frequencies, multiple allocation
decisions by regulators and coordination amongst them are
required.Thisis happening across the world, includingin Europe.
By the end of 2020, European Member States will have assigned
the first blocks (primary bands) of spectrum (i.e. 700 MHz,
3.5 GHz and 26 GHz). Unfortunately, modalities and costs of
spectrum assignment are still fragmented across the EU and

often represent a heavy financial burden.

Spectrum policies are key for the success of 5G. Policies that
support or even encourage technology and service neutrality
(used for 2G/3G/4G and 5G) will provide operators with more

flexibility to bring services to the market.

As 5G is being rolled out, and in particular with loT and FWA

scenarios in mind, more spectrum will be required, notably:

» On the C Band, we suggest prioritising national licensing to
achieve national coverage and benefit the penetration.

» We recommend making use of the 3.8 - 4.2 GHz range, with
national and local licensing in different parts of the band for

FWA and local private networks.

« Forthe 26 GHz band, availability of uninterrupted 3 GHz would
be preferable.

« At the World Radio Conference (WRC)-19, we suggest mobile
communication identification for 37 — 43.5 and 66 GHz.

« The 6.425 - 7125 GHz ranges should be assigned to mobile

communications at WRC-23.

Besides spectrum, policy-makers and industry need to pay

attention to at least two critical parameters.
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5G DEPLOYMENT

The deployment of new antenna sites can be hampered by local
regulation and electromagnetic field (EMF) restrictions. There are

threeelementscreating a fact-based framework for this discussion:

« The ‘International Commission on Non-lonizing Radiation
Protection’ (ICNIRP?) developed human exposure guidelines
based on a large number of scientific studies.

« Compliance standards describe the methods used to determine
that exposure from antennas and mobile devices remains below
the recommended exposure limits (IEC62232, IEC62209).

« Modern 5G antennas have lower power consumption than their
predecessors and their design reduces the average exposure of

individuals in a given area.

The mobile industry (represented by GSMA?), in line with the
positions of the World Health Organization (WHQO) and the
International Telecommunication Union (ITU), has expressed
support for these guidelines and standards, which the majority of
Member Statesimplement. Some Member States and even regions
have nevertheless imposed specific limits taking updates of the
technologies into consideration. Going forward, we would
recommend a harmonised, evidence-based approach across
the EU following ICNIRP guidelines.

Antennas are not the only deployment issue Europe must pay
attention to if it wants 5G to become a success. Other key points

include the following:

 5G base stations must be linked to a fast backhaul network,
preferably fibre. Policy-makers can provide tremendous help by
offering financial, planning and regulatory support for fibre
connections to base stations.

» Small mobiles’ antennas (mainly for 26 GHz deployment) need
to be exempted from prior authorisation. The consultation by the
Commission and the BEREC guidelines on this topic which are

under discussion are welcome contributions in this regard.

5G SECURITY

5G security has become a bigger policy issue and industry topic
than 4G security has ever been.Thisis mainly due to the vastarray
of use scenarios supported by 5G networks: a wide range of
applications in vertical industries, with a massive amount of
connected devices. In addition, 5G will rely much more on

virtualisation and cloud computing than its predecessors.

Mobile network security standards are defined by 3GPP? and aim

to protect the network core, radio access and user devices.




They mitigate a number of security threats, including

- protecting user identity to prevent attackers from monitoring
their communications or tracking their movements;

« providingencryption on the air interface between the user device
andthe base station to ensure confidentiality of conversations
or data; and

« preventing criminals from impersonating a user in order to obtain

a service for free through network design.

5G security standards are enhanced compared to 4G. As we
outlined in our White Paper “Partnering with the industry for 5G

security assurance” published in May 2019%:

“5@G standards themselves include more security features to
tackle potential security challenges and lead to security

enhancements in the future 5G lifecycle.”

Examples include:

« Longer encryption keys such as 256-transmission;

« IDtransmission in ciphertext.In 2G,3G and 4G networks, users’
permanent IDs (international mobile subscriber identities —
IMSIs) are transmitted in plain text over the air interface.
Attackers can exploit this vulnerability to track users. In 5G
networks, users permanent IDs are transmitted in cipher text

to defend against such attacks.

5G will interconnect with other networks and technologies much
more than previous mobile generations. However, it would be
misleading to assume that the only protection measures applied
tointerconnecting networks are the 3GPP security standards.The
applications and edge network functions running over the 5G

networks need their own security.

We need a multi-layer security architecture and to focus on end-
to-end protection. Partnerships —asrecommended inthe Huawei
White Paper quoted above — between different operators, software
vendors, equipment producers and industrial stakeholders going
beyond the boundaries of the mobile industry play a key role in

delivering a secure 5G ecosystem.

We should also keep in mind that several 3GPP security standards
are optional. They could be made mandatory and their
implementation audited by national telecom regulators. A Europe-

wide scheme could harmonise these requirements.

The Commission has launched a process to find a coordinated
security response across the EU. Member States are requested
toinform each otherontheir envisaged national approach.On this
basis, the Commission — supported by ENISA - intends to make

appropriate policy proposals towards the end of 2019%,
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We welcome this approach and recommend focusing on a
holistic, cross-industry approach and close cooperation between
private and public stakeholders. Considering the wide range of
stakeholders involved, a set of voluntary and/or mandatory
security certification schemes would be a sensible measure.
To be effective, they should be linked to respective audit

processes.

All of this will help, in particular to raise awareness, build trust
and thereby trigger investments. However, it is important to

consider security as anongoing,open-ended process of constant

improvement (see chapter 10).

OUTLOOK

5G equipment is provided by a number of vendors, deployed and
managed by operators,and augmented by industrial applications.
This requires an open and investment-friendly environment. 5G
securityisa priority and a concern not only for the mobile industry

but also for other industrial stakeholders.

A policy environment supporting the deployment of 5G networks,
in particular by addressing spectrum conditions, deployment re-
strictions and public investment opportunities, and by fostering
an industry-wide, rational security approach will make a key con-

tribution to making 5G work for Europe as a whole.









6. TELECOM OPERATORS:
EUROPE’S UNDERESTIMATED
ASSETS

OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO



Europeisidentifying strategiestogain more ground and leadership
inthe digital world. Europe typically has strong research resources
but lacks actors transforming these into business growth. The
obvious question is why Europe is not paying more attention to

one of its biggest assets: telecom operators.

As Telecom lItalia CTIO Elisabetta Romano put it: “Regulators
must step in to help pull Italy’s telecoms industry out of a
negative spiral of severe price pressure. ... The regulator has
a lot of work and a big responsibility to look at the industry
and compare with other industries. To do some sort of post-
mortem as to what has happened in the last ten years and try
to understand how they can help.”*°

HOW DID WE GET HERE?

Since the first comprehensive telecom liberalisation package
in 1998, former state monopolies have been transformed into
private operators listed on stock markets (some with shares
still owned by the government) and, most importantly, have

become subject to competition.

During the ten-year period between 1995 and 2005, technologies

advanced rapidly: 2G (GSM) became a stunning success,and the

number of internet users grew exponentially, ADSL and DOCSIS
offered broadband connectivity on phone lines and coax cables,
while local loop unbundling intensified competition. All this
created a positive momentum with the expectation being to see

thriving European operators compete on par with US operators.

Unfortunately, these expectations were not fully met, and this for
mainly two reasons. Firstly, the auctioning of 3G (UMTS) spectrum
turned out to be a big success for Europe’s finance ministers but
adisaster for telecom operators. The negative consequences can
still be felt today in the market. Secondly, the world turned to the
internet (TCP/IP) as the preferred communication platform
(protocols) for digital services. In the internet world, telecom
networks route packets but do not manage the services delivered

by those packets, a fundamental shift for operators.

Net neutrality rules ensure that everyone can offer services to
everyone connected tothe internet. The internethas undoubtedly
become a dominant factor in the lives of billions of people and
has created a huge digital economy. It has also given rise to new
global, mainly US and recently Chinese, players, something
which did not happen in Europe. Where does this leave the

European telecom operators?




OVERCOMING STRUCTURAL CHALLENGES

Telecom operators face structural problems. Over time, growth
of operational costs (OPEX) has been larger than their revenue
growth. IDATE notes: “Subscriber numbers and thus overall
revenues are continually growing, albeit slowly, but the revenue
generated per subscriber is decreasing, while EBITDA
continues to be squeezed and CapEx spending obligations

increase. European telcos in particular are having a hard time,

with both internal competition (against other telcos) and

external competition (against OTTs) taking its toll.”

IDATE, ‘KPIs: Telcos vs OTTs, How internet giants differ from
telcos, 5June 2017

Over the 2008-2017 period, retail telecom service revenue
decreased by 12% in Europe while revenue grew by 13% at
global level (+8% in the USA), with a similar picture emerging
when only looking at the last 5 years to exclude the period of

the financial crisis.

TELCOS REVENUES BY NATIONAL CLUSTERS (BILLION EUR)
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Some of the structural problems are global, but European operators
seemto be particularly affected: American operators perform much
better than the rest of the advanced economies. Asian companies

are growing fast. European operators keep suffering losses.

It is evident that the (monopoly) copper network had to be opened
up to competitors through ex-ante regulation. It is less evident that
the same type of regulation should apply to new networks, in
particular investments in fibre networks. As (fixed) networks tend
to be natural monopolies, there is stillarationale for regulation, but
doesithavetobethe same detailed,ex-ante regulation as 20 years

before?
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A POLICY CHANGE IS NEEDED

The US and Asia (in particular China, Japan, South Korea) have
strong global players in the internet economy and IT equipment,
and also big telecom companies. European policy-makers often
ask the question of why Europe does not have these kinds of
companies.What could help European telecom operators to play

a stronger global role?

This should start with a change in perception. The days of
monopolies are over, with the average share of new entrantsin
broadband delivery being about 60% in 2018. New entrants’
revenue growth has been larger than that of incumbents: the

gap is closing.

Another point is investments, where we can see a paradox.
European operators invest relatively more than their global
counterparts, taking the capital spending to turnover ratio as
a measure point. Yet, IDATE estimates a EUR 50 billion annual
investment gap when compared with the US because of much
lower revenues. Thisis keeping Europe’s telecom sectorin a low

profit and low investment cycle.®’

REVENUES FOR TELCOS BY 'INCUMBENT AND ALTERNATIVE’
CLUSTER (BILLION EUR)
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In the same way, the European Investment Bank has estimated the
investment gap between 2020 and 2025 at EUR 250 billion.®2

Inthe past, there has been a strong focus on consumers'andcitizens’
benefits, which is an important consideration, yet the pendulum
has swung too far. We would advocate including an element in the
digital strategy which focuses on the capability of the European

telecom sector to invest.




The fibre network roll-out (chapter 4) and 5G deployment (chapter
5) would both be crucial elements of such a policy. For instance,
applying 5G to industry applications, i.e.exploiting its short latency
and massive machine-to-machine capabilities, requires additional
investments (for instance in mobile edge computing, additional base
stations, and a performing network core) and partnerships. This
looks like a perfect case for significant action,maybe even a‘mission,

under Horizon Europe.

The coming years will see the implementation of the ‘Code’ The
national regulators and BEREC will play a key role in this context.
They should use their regulatory flexibility to reduce the regulatory
burdenas muchas possible.Areview of the Code would be premature,
but some targeted improvements could be envisaged, even ahead

of the scheduled evaluation in 2025.

Avery concrete example is the new “wholesale only” model that is
proposed as a regulatory option in the Code. European regulators
need to make sure that setting up this model would not lead to
reduced investments because of lower incentives. This could also
lead tovalue destruction amongretail services providers which will
only be able to differentiate themselves through pricing and not

through innovation enabled by infrastructure.

Telecom policy has become predominantly aimed at safeguarding

OUTLOOK

service competition and public interests, and keeping consumer
prices low. Industry policy aspects such as innovation capability,
investment levels and the role of European operators in the world

have moved out of focus.

At a time of dominance of the big internet players, Europe could
consideramore pro-active approach in favour of one of its key assets,
telecom operators. There is no need for protectionism, but rather
less regulation, more affordable spectrum, promotion of industry

partnerships, and support for 5G deployment.

This would create an environment that allows operators to deploy
stateoftheartinfrastructure and serviceinnovations with significant
spill-overeffects, forinstance nurturing European start-ups. It would
also equip operators with a financial capacity to offer service

innovation at a global scale.
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7. SMART CITIES:
WHY DOES IT TAKE SO LONG?



Thenotionofa‘smartcity’'referstothe useofdigitaltechnologies  City management platform: cloud-based integration of

to make them more efficient,convenient and sustainable.Cities  siloed information, automation of decisions, one-stop-shop
across the world have taken action to become cleaner, safer  services, data analysis
and less polluted with the help of digital technologies. Progress ~ Applications layer: mobility, environment, safety, energy,
has been made. Yet, we are just at the beginning. governance

Data layer: collection, generation, labelling, organisation,
Today, many cities offer online access to information and storage
services through the web and increasingly on smartphones  Connectivity layer: mobile and fixed networks
via city apps targeting specific areas (tourism, traffic, public =~ Device layer: smartphones, sensors, cameras
administration, public transport schedules...).*® However, the

aspirations of what smart cities could achieve go much further.

For instance, a McKinsey analysis® showed the potential bene-

fits generated by smart city applications: They could

« reduce fatalities by 8-10%;

« speed up emergency response times by 20-35%;
« shave 15-20% off the average commute;

« reduce crime by 30-40%;

« save 25-80 litres of water per person per day; and
- cut greenhouse gas emissions by 10-15%.

In order to realise these benefits, a comprehensive approach

is needed, covering all layers that need to interact.




When looking at the available case studies and deployment data,
we can see that most of the initiatives can still be considered projects.
Deployments on a city-wide scale with considerable investments
are stillthe exception.Cities in Asia and the Middle Eastare pushing
ahead with life-changing infrastructure projects, such as Yanbu
(Saudi Arabia), Weifang, Shenzhen and Dunhuang (China) and
Singapore. Europe is lagging behind.

NUMBER OF CONNECTED OBJECTS DEPLOYED BY REGION, 2015-2021
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BARRIERS TO DEPLOYMENT

Whatis holding smartcities back?In essence, three things:mindset,

money and management.

» Mindset: a comprehensive smart city concept is a political
challenge as it requires substantial investments. It requires the
willingness to re-think how the administration works and to
overcome silo practices, for instance to establish a data (sharing)
strategy,implement automatic decision-making supported by Al,
and integrate service provision. Cities need to be open for private
sector investors without losing their focus on citizen welfare.

« Money: deploying smart solutions offers multiple opportunities
for cost savings and better services, but the return on investment
is not obvious. How can private investors make money without
destroying the infrastructure paradigm? City management must
be able to demonstrate that the solutions are sustainable.

* Management: smart city initiatives require advanced project
management capabilities toensure timely delivery and cost control.
Migrating legacy infrastructure toanintegrated and interconnected
platform can be very complex and requires the collaboration of
many stakeholders. The risk profile can be such that cities shy
away from entering into a comprehensive deployment phase and

remain at the level of individual pilot projects.
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HOW DO WE RESOLVE
UNDER-INVESTMENT IN SMART CITIES?

To overcome these obstacles, cities need to work together. This
is already happening within the framework of city associations.
For instance, the Eurocities network® provides a collaborative

framework for tackling some of the challenges cities are facing.

Smartcities should not be technology-drivenin the first place:
the concept should revolve around people and their lives. It is
about how to make better decisions, solve problems and improve
quality of life. Of course, city management also requires
awareness of whatis technologically feasible — whilst not every
fancy technology needs to be deployed.As Smart Cities solution

architect Radim Cmar explains in an article®:

“Solutions need to come from cooperation with the city,
starting with pilot programmes wherever possible. As the
solution evolves, the city must be open to listening to citizen

feedback and committed to iterative improvements.”

Europe needs a comprehensive smart city investment
programme. The proposal of the Commission for a Digital Europe
programme is technology-driven with deployment of Al, cyber
security and quantum computing as focal points. The envisaged
concept of ‘missions’as part of Horizon Europe, including smart
cities, could already make a difference. However, a much bigger
and bolder initiative would be required, involving national budgets.
What we are talking about is a comprehensive investment
framework, including all funds with a vision and targets. For
instance, 5G deployment and smart city investments could go
hand-in-hand. Europe should set ambitious targets such as

aiming for 100 ‘real’ smart cities in Europe by 2025.

OUTLOOK

To unleash the full potential of digital technologies, cities need
to move beyond the isolated deployment of technologies and
towards interconnected infrastructure and data serving multiple
purposes. More public-private partnerships would help. Europe
could create an overarching policy framework, including Member
States’ initiatives, for delivering a strategic vision. This should
include anambitious programme to make the necessary financial

resources available.
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8. CONNECTED MOBILITY:
ARE WE READY FOR
A BIG MOVE?

OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO



THE FOURS STRANDS OF VEHICLE-TO-EVERYTHING

A NEW PARADIGM IS EMERGING COMMUNICATION

The car industry is preparing for its biggest transformation yet. « C-V2V (Vehicle to Vehicle): short range car-to-car communication
Electrification, self-driving cars, in-car and smartphone-based which works without network and wide-range communication using
navigation systems and the proliferation of ride-hailingand sharing a mobile network. This enables forward-looking information about

services are leading to a paradigm shift. dangerous situations (accidents, traffic jams, road hazards, broken

down vehicle) being communicated backwards from cars ahead. It

Cars are already equipped with many on-board sensors, radar allows drivers or cars, as it were, to coordinate movements or alert
equipmentand cameras, makingdriving safer. While these solutions each other about changes of direction. A network connection would
arevaluable, they have limitations. Forinstance,80% of car accidents allow this alert mechanism to function many more kilometres ahead.

could be prevented with enhanced vehicle connectivity. V2X (Vehicle - C-V2P (Vehicle to Pedestrians): modern sensors and modems will

to Everything) technology will remove these limitations to a large enable awareness of and communications with pedestrians, road
degree.There are two main communication technologies which are maintenance personneland cyclists, thereby being able to react (brake)
ready for the market.One technology is based on the Wi-Fi protocol faster and warn the so-called ‘vulnerable road users’ about potential
(IEEE 801.11p — also known as DSRC or ITS-G5), the other one is danger.

based on cellular communication — 4G and in the near future 5G - C-V2I (Vehicle to Infrastructure): when cars and road infrastructure
(C-V2X).Both operate onthe 5.9 GHz band and are notinteroperable. such astrafficlights, signs and cameras are enabled to communicate

with each other, safety and driving experience improve. The
There are industrial supporters for each®. Huawei firmly believes infrastructure becomes an active part of real-time traffic management,
thatcellular technology is superior in performance,and in particular for instance by collecting information on traffic and road conditions.
5G will bring connected car services toan unprecedented level. ltis « C-V2N (Vehicle to Network): mobile networks underpin the services
true that DSRC has been piloted for a longer period than cellular, and information flows mentioned above. In addition, they connect
but C-V2X is now ready for deployment too. Therefore, our individuals, for instance through on-board systems and smartphone
recommendation is to invest in future-proof technology and for apps,toawider set of services, such as parking guidance and individual
the regulators to stay neutral. Europe should be consistent: If 5G routing recommendations. Mobile networks willconnect the car system
is a priority then C-V2X should not be excluded by regulators. to cloud services providing predictive car maintenance. V2N will

naturally deliver entertainment and office worker support services.




Whilst the performance of C-V2X will improve rapidly,autonomous
driving as such will not depend on connectivity. As the name says,
aself-driving car must be autonomous. However, traffic will be safer,
smoother and more efficient with a well-performing C-V2X
infrastructure. For instance, the intelligence gathered by road
infrastructure (using cloud-based services) and transmitted via
mobile networks can control traffic flow, velocitiesand inter-vehicle

distances based on this information.

This symbiosis of technologies enabling self-driving cars and
supporting C-V2X connectivity will both require and generate changes
inlegal provisions (e.g. liability), transport policies, city management,
and business models of the automobile industry at large. It will also
have animpactonconsumer perceptionsand behaviour.Forinstance,
the propensity for car ownership could (and most probably will) shrink
while ride-hailing businesses and car-sharing could flourish. Public
transport could be betterinterlinked with individual movements and

become more attractive.

Policy-makers actively support these changes and foster related
innovations because they promise to solve a number of transport-

related problems.
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The EU’s overarching policy objective is to achieve a cleaner, safer
and more efficient transport system inthe EU.This was set out most
recentlyinthe Commission’s Third Mobility Package of 17 May 2018%.
As part of this package, the Commission published a strategy to
make Europe a world leader in fully automated and connected

mobility systems.

HOW DO WE GET IT DONE?

Many actors are involved, but who will fund V2Xdeployment? Some
services should be provided for free, for instance safety- related
information,and fallinto the remit of publicinfrastructure.Tendering
and procurement of road infrastructure are governed by strict and
detailed procedures and operatein cycles of five to ten years, which

issomewhat at odds when confronted with fast-moving technologies.

Regarding paid services,we are in a‘chicken and egg’situation:V2X
needs high investment and has considerable operation costs, but
there will be no significant revenue before achieving a high
penetration. V2X equipment vendors and network operators need
to collaborate with vehicle manufacturersto agree onfunctionalities

and standards.

The current approach of technology support (e.g. as part of H2020)
ontheonehandand transport policy (e.g.ITS Directive) on the other
could be enhanced by a ‘Master Plan’ There are many parameters
which depend on each otherto manage, thus strategic coordination

appears necessary.

OUTLOOK

Theemergence of connected cars,autonomousdrivingandinnovative
mobility services, along with electrification of vehicles and massive
data availability coupled with Al, will change the way people travel
and freight transport is managed. The contribution to EU mobility
objectives will be significant, in terms of safety, efficiency and the

environment (de-carbonisation).

The EU mobility strategy needs a decisive implementation
agenda which goes beyond transport-related issues. We call it
a ‘Master Plan” which would address joined-up infrastructure

and car equipment deployment. This would be a real big move.
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. ARTIFICIAL INTELLIGENCE:

IS IT REALLY A GLOBAL RACE?



At first glance, the answer is yes. After all, both the US and China
have announced their ambitions of becoming ‘the’ global leader.
Both, indeed, lead the world in almost every yardstick of progress
in Al, in particular with regard to investments, market size and
number of top companies. Policy-makers in Europe want to lead
with‘responsible, ethical Al.Several nations such asJapan and India

have also published strategies with ambitious goals.

Yet,araceisaboutwinningand losingand herethings are becoming
more complex than the simple notion of a ‘race’ between nations
seems to suggest. As pointed out by Paul Krugman, Nobel Prize
winnerineconomics, ‘companies compete, notcountries” Companies
compete globally for market share and aim to make profits for
shareholders.They do not compete for the sake of national objectives.
Of course, countries would like to headquarter as many successful
companiesas possible, butthisdoes not create a win-lose situation.
For instance, by using US or China-based world leaders in Al, a
European company inaverticalindustry can gain an edge vis-a-vis
its competitors from the US or China. Therefore, global progress in

Al benefits everybody and offers opportunities for all.

“Theresponsible development and use of Artificial Intelligence

(Al) can be a driving force to help advance the SDGs and to

realize a sustainable and inclusive society. To foster public
trust and confidence in Al technologies and fully realize their
potential, we commit to a human-centered approach to Al
and welcome the non-binding G20 Al Principles, drawn from
the Organization for Economic Cooperation and Development
(OECD) Recommendation on Al

G20 Osaka Leaders’ Declaration

Analysts such as PricewaterhouseCoopers and McKinsey
estimate that Al could contribute up to USD 13-15 trillion to
global GDP by 2030.Thisimpactis much bigger than Altechnology
markets as such, i.e. software, services and hardware (including
public cloud usage), which as of 2018 represented around USD
60 billion worldwide and are expected to grow to USD 800 billion
by 2025 (estimates based on Tractica analysis). From a macro-
economic point of view, what matters is the widespread and

efficient use of Al across all sectors.

Keeping pace with the extraordinary speed and depth of Al
developmentover recentyears is a challenge for policy-makers.
Scientific papers, patent statistics and data on start-ups and

researchers provide extensive evidence of this.




Al DEVELOPMENT IN FIGURES#

1.6+ million

since the inception of Al in the 1950s
Leaders by number of publications:
Worldwide

1.UK
2.Germany
3. France

Rapid increase in global share:

3% in 1997-> 27.7% in 2017

L N
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Al-related inventions

340,000

Al patent applications since the 1950s

More than 50% since 2013

Leaders by application filings:

USA, China & Japan

(1997-2017)

Deep learning:

175%

Average annual growth of applications

- Biggest recent growth
Average rate for all technologies:

10%

Successful international collaboration

23.4%
is cross-border teamwork

Highly cited papers:

42.6%
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Al start-ups

USD 50+ billion
globally

invested in Al start-ups between 2011
and mid-2018

2/3

of the total from the USA

USA

Average size of investment:

2016 USD 9.5 million 7

First half of 2018 USD 32 million

Largest deal: self-driving car start-up Zoox

USD 500 million

3% of start-up investments in 2015

AA
36% in 2017

1% in 2013 7 8% in2017
- lagging behind

COUNTRY SHARES OF EU PRIVATE Al START-UP
INVESTMENT (2011-2018)

Bl UK55%

B GERMANY 14%

B FRANCE 13%

B REMAINING 25 COUNTRIES 18%

Al researchers

INTERNATIONAL RANKING

Number of researchers with issued patents and/
or published English papers over the last 10 years

EU (5) 33,516 (16.3%)

Germany 9,441 (4.6%)
UK 7,998 (3.9%)
France 6,395 (3.1%)
Spain 4,942 (2.4%)
Italy 4,740 (2.3%)

USA 28,536 (13.9%)
China 18,232 (8.9%)

India 17,384 (8.5%)




A EUROPEAN Al AGENDA

In 2019, the European Commission adopted its Action Plan on Al“1,
setting up, inter alia, a High-Level Expert Group?” which has issued
a long list of recommendations. Many organisations, for instance
the OECD* and most recently the G20, have published guidance
on what a supportive Al policy could entail. Amongst the many
recommendations, we have singled out four areas which deserve

specific policy attention in a European context:

1.ATTITUDE

Europe has a lot of talent, but fewer start-ups, and in particular
big ones, than the US and China. While access to venture capital
has been identified as the main reason, the bigger picture appears
to be the generally sceptical attitude in Europe towards disruptive
technologiesinthe Schumpeterian sense. Asthe venture capitalist
Kai-Fu Lee describes in his book “Al Superpowers’, a frenzy of
enthusiasm broke out in China after Deep Mind’s Al beat the world
champion in Go, stimulating start-ups and entrepreneurship even

more. This is a far cry from the European mindset.

European policy-makers need to focus more on fostering opti-
mism and entrepreneurial spirit. They should demonstrate the
potential for society (for instance better health care,education and

environmental protection, as presented by the World Economic

Forum®) and steer the sometimes irrational discussion towards
an evidence-based one. Progress on these counts will be difficult

to measure, but decisive for the outcome.*®

2.IMPLEMENTATION OF REGULATION

Market regulation at its core is a trade-off between business
freedom and protection of general interest. The General Data
Protection Regulation (GDPR) reflects European values and,
without targeting Al specifically, creates a framework for dealing
with private data. The GDPR imposes a number of obligations
which are for good reasons not technically defined. The challenge
is that companies, in particular smaller companies, must figure
out whether a certain Al implementation is in line with privacy

regulation.

European regulators could do more to help companies, in parti-
cular small firms and start-ups, to overcome such regulatory
uncertainty. The regulatory burden — in areas related to GDPR and
beyond — must be reduced, for instance by developing adequate
standards and certifications of technical solutions so that private
actors obtain assurances and understand what it takes to be

compliant.
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3.VERTICAL INDUSTRIES

Al will be applied across the entire spectrum of the economy,
includinginthe public sector.Implementation of Al (e.g. collaborative
Alrobots,cognitive Al systems) needs a data strategy and a holistic
transformation of traditional business models.This is quite natural
for the big American and Chinese internet players which are all
data-driven. It is more of a challenge for companies from other
sectors. Therefore, promotion of Al amongst a wide range of
industries with a focus on smaller and medium-sized companies
should become a policy priority. Europe should pay attention to
diversifying the use of cloud-based Al platforms beyond the global
leaders. Policy-makers could for instance support Al platforms in

cooperation with European telecom operators.

4.ETHICS

The Commissionhas setupan expertgroupwhichissued a catalogue
of guidelines. The OECD has also published work on it*”. Similarly,
the G20 conclusions refer to common principles regarding Al
Individual countries such as the UK, France and Germany are doing
the same. They all point in the same direction, e.g. transparency
and explainability, preparation of workers for a new environment,

and respect for privacy.

What matters is implementation. Agreeing on principles is one
thing, putting them into action is the real challenge. Whilst some
of the issues are already covered by regulation, for instance by the
GDPR, policy-makers will need to tackle unprecedented aspects,

such as so-called ‘deep fake videos and ‘automatic decision-making.

Withtheimpressive progressin Al-generated videos (with decreasing
needs for large data sets), the potential danger of widespread abuse
of fake videos which are hard to distinguish from authentic ones
isreal.Platformsthat make Al video tools available and social media
that distribute videos should provide manipulation detection
measures, preferably easy-to-use ones. We also need to tackle
skills, e.g. we need more real-life training on media forensic tools

for journalists, investigators and other professionals.

Al can be used to automate processes. Some applications should
not raise any concerns. In telecommunications for instance, this
capability can be used to improve network performances. In
manufacturing, predictive maintenance can be improved. Some
applications, however, for instance hiring decisions, university
admissions and determininginsurance premiums, affect people’s
lives directly so the need for transparency and non-discrimination

is much higher.




OUTLOOK

There is overwhelming agreement that the impact of Al on the
economy and society will be huge. Al technologies develop at a
rapid pace.Whilstitistrue thatindustry playersinthe USand China
have a lead, there is strong potential in Europe in terms of talent,
research and industry capabilities. Europe should take advantage
of itby embracing the opportunities offered by the global Alindustry
and build local capacities also with the help of investments from

international companies.

Most countries and organisations have recognised the importance
of ethical standards in this context. In view of challenges such as
automatic decision-makingand fake videos/audio, regulation might
be necessary. Any regulation will need to address the global
character of Al technology and related industries and its amazing
rate of progress. Broad partnershipisthe best way forward and will
help European companies to take advantage of this transformative

technology.
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10. THE NEVER-ENDING STORY
OF CYBER SECURITY:
WHO WRITES THE SCRIPT?



BACKTO THE FUTURE

In 1972, researcher Bob Thomson wrote a code disseminating
the message “I am the Creeper, catch me if you can” on the
ARPANET. The concept of a computer virus was born.

Pioneering computer programmer Ray Tomlinson wrote a
programme chasing and deleting Creeper code. The first Anti-

Virus software was born.

These were academic experiments. It took the popularity of the
internet, more precisely the World Wide Web, to turn this concept

into a global threat.*

Computer security has always been a matter of concern, even
before the internet age. However, with the penetration of
computers in all aspects of our lives and businesses, it has
become a matter of survivaland a political priority. The openness
of the internet, together with computer architecture, has been
arecipe for success, but also created opportunities for hackers.
The more penetration increases, the more is at stake, and the

bigger the incentives for criminals to exploit weak points become.

A recent example is the WannaCry virus, which encrypted

data on unprotected computers, making access to them

impossible unless the victim paid a ransom to obtain the
decryption key. Within 24 hours, it had infected more than

230,000 computers in over 150 countries.

This example demonstrates that cyber security is a distributed
challenge. There are only a few centralised internet targets, for
instance the Domain Name System, but a huge number of online
computers and connected networks. The security tasks are not
only the responsibility of operators and vendors but lie with

everyone who connects their computers to the internet.

Often hackers exploit a vulnerability which — as was the case
with WannaCry — has already been fixed, but many computers
remain vulnerable as users fail to deploy the ‘patch’that would

protect against the virus.

For business, even more critical are hidden attacks which do not
make headlines. Sophisticated, carefully crafted and dissimulated

infiltration of company networks is a tremendous threat.




Cyber security experts, like Ray Tomlinson in the early days,
have worked on protection methods such as firewalls, AV
software, network intrusion detection tools, data encryption,
access control measures, encryption protocols such as
SSL/TLS and IPsec, to name some of the most popular ones®.
However, attackers are always looking for weak points, often
found in sloppy system management (patch not deployed) or

human social engineering (“click on this message please”).

Today,we arein asituation where the defenders are constantly
confronted with new attack methods. Cyber security is a never-
ending story. It is not a problem that can be solved by a ‘once
and for all’ security design. We must accept that the inherent
openness of our ICT infrastructure —a computer not connected
totheinternetis not very useful — and the presence of criminal

intentions will make cyber security a permanent challenge.

But who writes the script of this story”? Do we really have to wait
for the next attack method to emerge before taking protective

measures?
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WE NEED BETTER SCRIPT WRITERS

In the age of the loT and 5G, cyber security is becoming a more
pressingissue. We will rely even more on computers and networks,
forinstance forautonomous systems and driving, robots, medical
data and certification. Getting ahead of the curve would mean
breaking out of the cat-and-mouse game between hackers and
defenders, between computerviruses and anti-virus programmes.
The principle of anti-virus and other protection mechanisms is to
detect, protect and if needed recover from a list of known attacks.
Canwe design systemsthat render whole classes of attacks much
less successful or even impossible? The opportunity could arise
withthe interconnected deployments of loT and 5G systems. Novel
security design for network architecture and system protection
could bring protectiontoanew level. Let us work together on this.

Al provides another challenge and opportunity. It can help to
detect unknown attacks, make autonomous decisions on how

to protect and provide recommendations. Al can also be used

by attackers. In one case, cyber defence company ‘Darktrace’

identified malware “where the attacker was using a hearing, an
understanding methodology to try and understand what the
network was like” Without any doubt, Al-driven attacks will
occur atalarge scale. Massive anti-Al-attack research will be

required to enable the industry to write that part of the script.®’

The industry and the research community are trying hard to get
ahead of the curve. The nut to crack is to protect networks and
computers without making them impractical or too costly to
use.Thisisatrap policy-makers too often fall into. Forinstance,
the complicated provisions for a digital signature for public
services such as taxdeclarations have made its use unattractive
insome countries. Deploying security measures without usability
in mind can lead to more insecurity as users will tend to ignore

or work around them.




EU ACTIONS TO STEP UP CYBER SECURITY:
STATE OF PLAY

At EU level, the regulatory framework consists primarily of

the Cybersecurity Act (reinforcing the role of ENISA, framework

for certification), the Network and Information Security (NIS)
Directive (capacity building, critical infrastructure), and the
elDAS (electronic identification, authentication and trust
services) Regulation.

There is also a proposal for a ‘European Cybersecurity
Industrial, Technology and Research Competence Centre and
the Network of National Coordination Centres’ which is
supposed to manage the cyber security budget of the Digital
Europe programme.

A Horizon 2020 contractual public-private-partnership,
European Cyber Security Organisation®?, is also a feature.

This framework is complemented by the work of ENISA.

WHERE DO WE GO FROM HERE?

Where does this lead us for the coming five to ten years? Which
policy response would help the good side to write the script?

Awareness is needed, given for instance the relatively low

number of formalised cyber security policies at enterprise level:

% OF ENTERPRISES

ENTERPRISES WITH A FORMALLY DEFINED ICT SECURITY POLICY
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Thisisin particulara problem for smaller business. The ‘British

Standards Institutions’ (BSI) points to the gap between ‘need’

and ‘action’and recommends: “Your cyber security policy doesn’t

need to be very long; most SMEs should be able to fit theirs onto

a single sheet of paper. The most important thing is clarity.”®
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Most governments in Europe have issued some sort of security
guidance books, based on international standards (for instance
ISO or NIST), and offer avariety of support. Thereis no shortage
of information or opportunities to obtain advice, whoever wants
to receive it can find it. It looks like an incentive problem. The
EU could bring ideas to the Member States on how to make the
development of cyber security plans more attractive for
companies. Could business organisations such as chambers
of commerce not play a bigger role, maybe supported by the

forthcoming Digital Europe programme?

Mandating or promoting certification has traditionally played
a key role in cyber security policy, including when it comes to
public procurement of ICT equipment and services. There is a
wide spectrum of international security certification (e.g.
common criteria, ISO certification), private security initiatives
(e.g. cloud security alliance), European schemes (e.g. SOG-IS
Mutual Recognition, ETSI Standards) and national frameworks
(e.g. Trusted Cloud (Germany), Certification Sécuritaire de
Premier Niveau (France)) to choose from.The EU has established
a voluntary Europe-wide certification framework facilitating
mutual recognition and building on ENISA's competence. How
to make it work as part of the existing proliferation of security

andtrust schemes will determine its success. Certification and

related ‘audits’ should have a value, a meaning in a regulatory
sense, as they are complex and costly. Support should be given
to smaller companies so they can also benefit from those

schemes.®

Cyber security policy needs international cooperation and
global companies to be effective. Cyber-attacks are criminal
activities which cross borders. Countries must work together.
Actions against global botnets for instance require international
cooperation. The ‘Convention on Cybercrime (Budapest
Convention)’ of the Council of Europe of 23 November 2001 is
presumably the most comprehensive and influential framework

in this regard.®




This approach could be taken further and expanded, for instance

with a view to actions at G20 level:

“Furthermore, we recognize the growing importance of
promoting security in the digital economy and of addressing
security gaps and vulnerabilities. .... Along with the rapid
expansion of emerging technologies including the Internet of
Things (loT), the value of an ongoing discussion on security

in the digital economy is growing.”

G20 Osaka Leaders Declaration

OUTLOOK

Europe hasthe legal framework and financial support systems
for stepping up cyber security measures in place. It needs to

make sure that all these measures and regulations are

implemented in a consistent way, as there is atendency towards |

multiplication of efforts and complex regulations, for instance

with regard to certifications.

The institutional framework could be enhanced to take into
account cybercrime, for instance by reinforcing cooperation of
computer security bodies with Europol and by increasing

international cooperation, forinstance in the context of the G20.
Policy-makers should establish tighter cooperation with

industry. It is time for the industry to write more parts of the

script. Policy should help.
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CONCLUSIONS

We would like to conclude this report with three considerations.

First,throughout this paper we have stressed the importance of
implementation, i.e. giving guidance on how to comply with
regulation, translating principlesinto rules, getting investments
done. The forthcoming digital policy, whatever its shape, should
put emphasis on an elaborated execution agenda, measuring

progress and impact on the ground.

Second, there is a paradox. Europe has entrepreneurs, talents
and promising start-ups. Europe has first-class research and
frequently leads in technology. At the same time, the mindset is
time and again characterised by technology scepticism. Risks
are highlighted, opportunities come second. Effectively changing

this mindset should become a priority.

Third, leveraging digital investments should become a focus
point. Whilst the EU budget is limited it can function as a trigger,
cover some cross-border investments and support innovation.

Private and publicinvestments ata much bigger scale are needed.

Increasing the level of private investments requires a regulatory
environmentand a policy climate that makes it attractive to invest.

This includes investments from global companies.

Public investments in digital infrastructure and also in
complementary assets are necessary, as shown in the cases of
rural broadband, education reforms and smart cities, and must
come predominantly from Member States. This involves setting
priorities,which is understandably hard.Yet, the stakes are high,
and without investments at a sufficient scale, Europe will not

reap the full benefits of digital transformation.

Allthree generic policy elements, i.e.implementation, mindset
and investments, must be considered together by EU policy-
makers and supported by the Member States, as they reinforce

each other.
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